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Introduction

At Wilk Elektronik S.A., we consider the security of Goodram and IRDM products to be an integral part
of quality, reliability and customer trust. We encourage responsible, coordinated reporting of potential
vulnerabilities and welcome cooperation with customers, security researchers and other interested
parties.

This Coordinated Vulnerability Disclosure Policy explains how to report potential security
vulnerabilities and describes the basic principles used by Wilk Elektronik S.A. to handle such reports.

This policy supports vulnerability management and coordinated disclosure processes in line with the
Cyber Resilience Act and other applicable European Union legal requirements.

Scope
This policy applies to products under the following brands:

e Goodram,

e Goodram RIVAL,

e Goodram PRO,

e Goodram Enterprise,
e Goodram Industrial,
e |IRDM.

The reporting channel described in this policy is intended for potential product security vulnerabilities
only. Warranty claims, technical support requests, customer service matters and commercial
enquiries should be submitted through the standard customer service channels.
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How to report a potential vulnerability

Please send vulnerability reports through a form at Goodram website:
https://www.goodram.com/en/product-safety/

Alternatively, you may send the report to: product.safety@goodram.com.
Where possible, please include:

e adescription of the potential vulnerability,

e product model, PN/SKU and serial number, if available,

o firmware, software or driver version, if applicable,

e steps required to reproduce the issue,

e potential impact of the vulnerability,

e information about the test environment,

e product photos, especially labels, markings and printed identifiers,
e contact details of the reporter.

If the report contains confidential information, please clearly mark it as confidential in your
message.

Important!
This channel is intended only for potential product security vulnerability reports. It is not intended
for warranty, complaint, technical support or commercial enquiries.

Our commitments

After receiving a report, we will:

¢ acknowledge receipt within 3 business days,

e perform an initial assessment of the report,

e maintain contact with the reporter regarding the progress of the analysis,

o take appropriate remedial action if the vulnerability is confirmed,

e where justified, provide users with information on risk mitigation measures, updates or other
remedies.

To the extent permitted and required by law, we may provide information on the status of the report
and fulfil any necessary reporting obligations to competent authorities.

Responsible disclosure
Please do not publicly disclose information about a potential vulnerability before:

e we complete our analysis,
e the method of coordinated disclosure is agreed,
e aremedy, security update or user advisory is published.

We aim to cooperate with the reporter to coordinate disclosure in a manner that minimises risk to
users and supports product security.
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If justified by the nature of the vulnerability, Wilk Elektronik S.A. may publish security advisories,
update information, and CSAF/VEX advisories regarding the products covered by the report.

Expectations for reporters
We ask reporters to:

e actin good faith,

e comply with applicable laws,

e avoid actions that could disrupt services, systems or products,

e not access data beyond what is necessary to confirm the vulnerability,

e not delete, modify or disclose data belonging to others,

e not perform actions that could cause data loss, service degradation or harm to users,
e keep vulnerability information confidential until coordinated disclosure.

We do not intend to take action against persons who report vulnerabilities in good faith, comply with
this policy, do not violate the law and do not cause harm to users, systems, data or services.

Contact

Wilk Elektronik S.A.

42nd Mikotowska St., 43-173 taziska Gérne, Poland
E-mail: product.safety@goodram.com

WWW: https://www.goodram.com
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